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App Navigation
Main Menu

The majority of daily network Kalifornia Kitchen

admin and monitoring can be 5 72° and sunny in Palo Alto, CA
found |n these four .tabS Today 68° - 79°. Small chance of rain.
e Home - Overview of ) All systems secure

current network (24 hrs),

including Guests, Security

status, Employees at Work, =_|||!!|||I |I|

Network Health. Settings / |
and the associated pages [:L'eﬁz“”” } blocking [S:‘J:z

are also from here. 388 231 23
* Devices - Manage Zones,
Devices, People and Wi-Fi 13 guests today
access o e Adam Bronsther Online
e Security — Shield features © - Guysteward Online
such as: Online Protection, © - sosha Groves S @ o’
Advanced loT™ Protection,
. Johnny B 55 min ago
Ad Blocking. 9 = oty i

—

 Network — Topology View ) 0 @ v
= Home Zones Shield Network
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App Navigation
Home Screen

“ ® AQAam pronsrner onimne

. . @ e Guy Steward Online .
Settings - Accesses location 7 S | Employees - Displays
settings, including SSIDs, It's 72° and sunny in Palo Alto, CA ) SocholCioes R age employees currently at work
. Today 68° - 79°. Small chance of rain. . .

Pods, Shield, Support, More, © - JohnnyB 55 min ago (connected), including
Accgunt and Advanced @ 1l systeinis sscirs P—— . timestamp of when they
Settings menus arrived.

@ View all guests >
!_ocatlon. - P.rowde.s location Il!ﬁbl!! Network health overview —
mfottl;]natlon, including T 3 employees at work Shows current status of
weather. \ .

Al security oo [om network (pods online) and

388 231 23 &L recent speed test results
Shield overview— Contains Eric  Mille  Billie
graph of Shield security :
events, which can be sorted 13 guests today Menu bar - Swﬂches.between
by type © Network health Home, Zones, Security and

. ® am Bronsther nline

© - Adamprons - () All pods online Network tabs

@ * QuySreviard e %) Infernet speed 3:38 pm
GueStS o D|Sp|ay d IISt Of 0 e Sasha Graves 5 min ago
guest that have connected to O - sonnmys o oc i Mbps | | Bee Mbes All information presented in the
the network today Home screen is based on the

@ Priscilla 9:15 am ﬁ D @ 2 Iast 24 hours

@ View all guests > -
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App Navigation

Settings

% Content access Work appropriate
» Settings menu can be Settings SHIELD

accessed from the Home ©  Online protection On

. — — SecEJrf—:*\X/i—Fi
tab USIng = Kplikitsgn & Advanced loT Protection On
Settings contains several = KalikitchenEmployes £ RNt

d
menus and settings that s
are network-wide and were & HolFiEhenCrEs: Pods
mostly configured during L suppor

. . . . u
the initial onboarding flow. Shield
More

These are the default rules applied to devices
connecting to [KaliKitchen] network.

« Unless changes need to
me made, the admin will
rarely need to access these
controls on a regular basis.

@ Advanced settings
DIGITAL ACCESS

@ Application Monitoring On @ Account

Content access Work appropriate

SHIELD

@ Online protection On
@ Advanced loT Protection On

@, Adblocking Off

ARMSTRONG’ https://armstrongonewire.com/Support



Managing Network Settings

RRRRRRRRRR



Managing Router Settings

Accessing Router Settings

= < Advanced settings
: Open Settlngs from the Reservations & Port Forwarding ©)
home screen by tapping
— Bedroom Sonos 192.168.40.14 >
New IP Reservation >
* From the Settings page,
Router settings can be Networking Mode Auto (Bridge) >
found in Advanced
Settings. LAN IP Subnet 192.168.40.x >
DNS @)
ISP DNS (Default) Custom DNS
Primary
Secondary
UPNP G
UPNP (Off)

{>3 Advanced settings

ARMSTRONG’ https://armstrongonewire.com/Support




Managing Router Settings

Accessing Router Settings

< Advanced settings
Router settings will be greyed
out UnleSS .the netWOI‘k iS Reservations & Port Forwarding @)
operating in Router Mode. Bedroom Sonos 192.168.40.14 >
New IP Reservation >
If the customer continues to
use their existing router, most Networking Mode Auto (Bridge) >
of these settings will be
managed on the router LAN IP Subnet 192.168.40.x »
upstream.
DNS @)
ISP DNS (Default) Custom DNS
Primary
Secondary
UPnP ®
UPnP (Off)
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Managing Router Settings

Networking Mode

By default Plume pods are shipped
with the Network mode set to Auto.

When the Gateway pod is plugged
in, the IP address assigned to it
determines the operating mode:

* (Auto) Bridge - private IP
assigned

» (Auto) Router - public IP assigned

When operating in Bridge mode,
Plume does not handle router
functions such as NAT, DHCP and
Firewall.

The customer can also force Plume
to operate in Router Only mode.

This can potentially create a double
NAT.

Switching modes always requires a
reboot.

ARMSTRONG"’

Networking Mode

Auto (Bridge) >

-
Cancel Advanced configuration Apply

Auto (Currently Bridge) v

Plume will automatically check your connection and
enable DHCP/NAT for Plume pods connected fo an ISP
modem or Bridge the connection when connected to
your own router. Use this mode if you want to merge
together two networks as one.

Router only

Plume will enable DHCP/NAT for all Ethernet connected
pods, creatfing a separate, secure Plume network.

Switch to Auto Mode

Plume will automatically check your
connection and enable DHCP/NAT
for Plume Pods connected to an ISP
modem or Bridge the connection
when connected to your own router.
Use this mode if you want to merge
together two networks as one.

Plume Pods will be rebooted.
Your devices will temporarily lose
Internet connection while Plume
Pods are being rebooted.

Switch to Router Only
Mode

Plume will enable DHCP/NAT for all
Ethernet connected Pods, creating a
separate, secure Plume network.

Plume Pods will be rebooted.
Your devices will temporarily lose
Internet connection while Plume
Pods are being rebooted.

Ok Cancel

https://armstrongonewire.com/Support



Managing Router Settings

Custom DNS

V < Advanced settings |
When Plume is operating in
ROUter mOde yOU can Se.t a Reservations & Port Forwarding @
CUStom DNS through the Bedroom Sonos 192.168.40.14 >
WorkPass app.
New IP Reservation >
By default the ISP DNS is used, Networking Mode Auto (Bridge) >
although a custom DNS can be
used such as Google, Cloudflare, LAN IP Subnet 192.168.40.x >
OpenDNS, etc.
DNS ® DNS ®
ISP DNS (Default) Custom DNS ISP DNS (Default) Custom DNS
Custom DNS settings will not
. . Primary Primary 1.1.11
impact the operation of Plume
features like Shield. — secondary %5388
1 2 3
4 5 6
7 8 9
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Managing Router Settings

UPnP

When Plume is operating in
Router mode, Universal Plug and
Play (UPnP) can be toggled On
or Off.

UPNnP

Universal Plug and Play (UPnP)
allows devices like game consoles
and media centers to connect to
other devices or servers on the
Internet.

Ok

UPnP (Off)

ARMSTRONG’ https://armstrongonewire.com/Support



Managing Router Settings

LAN IP Subnet

Cancel Advanced configuration  Apply
You can specify what IP subnet is used
for your Secure and Employee Plume
ne’[WOI‘k. 10.0.0.x
172.16.0.x
Tap LAN IP Subnet and choose the 109 168400 y

range you wish to use:
+ 10.0.0.x

« 172.16.0.x

+ 192.168.1.x

LAN IP Subnet 192.168.40.x >

ARMSTRONG’ https://armstrongonewire.com/Support



Managing Router Settings

LAN IP Subnet

Enter the specific range you wish to
use. All private IP ranges are available
to use.

+ 10.0.0.x = 10.255.255.x
« 172.16.0.x = 172.31.255.x
« 192.168.0.x — 192.168.255.x

Once you tap Update, the network will
need to reboot to apply the changes.

After the reboot IP reservations will
automatically match the new range.

ARMSTRONG"’

Cancel

Advanced configuration

5. 40 .

Pick a number between 0 - 255.

Apply

Update LAN IP Subnet

DHCP reservations will
automatically change to match the
new address.

Your Wi-Fi system will be rebooted.
Your devices will temporarily lose
Internet connection until the system
is back online.

Update Cancel

https://armstrongonewire.com/Support



Managing Router Settings
|IP Reservations

Reservations & Port Forwarding @) Connected devices

When Plume is operating in Router mode,
|IP addresses can be reserved. Once a

deVice haS an IP reservation pOI"[ Bedroom Sonos 192.168.40.14 > Living Room Sonos
forwarding rules can then be applied to it.

New IP Reservation > Bedroom Sonos

Sarah’s iPhone

Tap New IP Reservation and choose the
device from the list you want to apply the

) Add manually
IP reservation to.

You can use the Add Manually option to
set an IP reservation to a device that has
not connected to the network yet.

ARMSTRONG’ https://armstrongonewire.com/Support



Managing Router Settings

|P Reservations

Cancel Advanced configuration Apply Cancel Advanced configuration Apply
Once a device is chosen from the list,
type in the IP address you wish to ek
reserve. e Nickname Bedroom Sonos
IP address 192.168.40.xxx IP address 109 166.40/14
In the case of Manually reserving an MAC address —— N
IP, you have to type in a nickname, the
. ) Port Assignments
|IP address and the device's MAC ’ Port Assignments
addreSS HipSa0TEe Port name Speaker >
Open a Port

Tap on Done and the reservation will
be saved or you can continue to Open
a Port for that device.

Delete Reservation

ARMSTRONG’ https://armstrongonewire.com/Support



Managing Router Settings

Port Forwarding

Once a device has an IP reservation
you can continue to Open a Port for
that device.

Enter the Port Name for the port
forwarding rules you are setting up.

Type in the External port, Internal port
and the protocol.

Tap Save and then continue to Open
other ports under this reservation.

ARMSTRONG"’

Cancel Advanced configuration Apply
Nickname Bedroom Sonos
IP address 192.168.40.14
MAC address 00:0E:58:54:81:D4

Port Assignments

Port name Speaker >

Open a Port

Delete Reservation

Cancel Advanced configuration Apply
Port name Speaker
External port 8080
Internal port 8080
Protocol

TCP & UDP TCP UDP

Delete Port Assignment

https://armstrongonewire.com/Support
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Managing Wi-Fi Access
Managing Wi-Fi Passwords

The Wi-Fi password management features of WorkPass allows businesses to set up 3 different SSIDs and
passwords for the network. This means that 3 separate credentials and access levels are used for the
network.

There are three separate access zones:

o Secure - Wi-Fi access for devices that must be segregated from the rest if the network. This zone
should be used for Point of Sale (POS) systems, security cameras and other business infrastructure the
requires controlled access. Devices in this zone can be further segmented into groups. Ethernet
connected devices will be added to the zone.

 Employees (Limited Access) --Create a custom password to be shared with employees, including the
admin. Access to local (Secure) devices can be controlled, while still allowing for internet access.

e Guest - Devices in this zone will only have access to the internet with no access to local devices on the
network. A password is not created and access is handled through a captive portal, requiring the
registration of users of this zone. Bandwidth can also be limited for users in this zone, to ensure
adequate bandwidth remains for business infrastructure and employees.

Optionally, devices attempting to connect to both the Secure and Employees zones can require manual
approval to be granted by the admin to ensure only trusted devices connect to these zones. Using the
WorkPass app connection to the Plume Cloud allows network access to be managed from anywhere with an
internet connection.

ARMSTRONG’ https://armstrongonewire.com/Support



Managing Wi-Fi Access
Managing Wi-Fi Passwords

From the home screen tap = to access
Settings.

Secure Wi-Fi
KaliKitchen

%))

The SSIDs for each access zone
created during initial setup are at the
top of the Settings page. Tap on an
SSID to modify that zone's settings.

Employee Wi-Fi
KaliKitchenEmployee

9))

Guest Wi-Fi

KaliKitchenGuest
20% max bandwidth

o))

ARMSTRONG’ https://armstrongonewire.com/Support



Managing Wi-Fi Access

Secure Wi-Fi

< Settings V Cancel Edit Wi-Fi Name Apply |
The Secure Wi-Fi zone is used for devices S o Wi-Fi
that must be segregated from the rest if the SeUls Wi Name

. Setup credentials fo access your Secure Wi-Fi o IFl
network. This zone should be used for iy !
Point of Sale (POS) systems, security h faliiichen
. . = KaliKit
cameras and other business infrastructure e 4
the requires controlled access. e o
. G% 900 0O0OGCOGOEOGOOOSONOSOOS T

All Ethernet connected devices are added -
to this zone. -

@ Limited network access

for new devices Nt

Tap on the pencil next to the SSID to s g ety s s o1 sy T E—

Change i't’ although any Currently Connected i(s;/sn if they have password for [Secure Wi-Fi]). More
devices will disconnect until their settings
are updated.

@% WiFi Password

secure-passwOrd

Tip: A good rule of thumb for memorable

The Password can be revealed using the Ml e
ShOW button. Tapping On the Options On 'the together. Ex. elephants-dream-solar-eclipse

right of the password will allow you to edit
or copy the password.

ARMSTRONG’ https://armstrongonewire.com/Support



Managing Wi-Fi Access

Employee Wi-Fi

o < Settings ' Cancel Edit Wi-Fi Name Apply )
Access you the Employee Wi-Fi zone S o Wi-Fi
should be shared with employees, el I P
. . . Setup credentials fo access your Secure Wi-Fi o WiFiName
including the admin. Access to local e
devices can be controlled, while still aliKitehen
. . o> KaliKitchen V4

allowing for internet access.

Secure Wi-Fi password Show
Tap on the pencil next to the SSID to & ssmamenemans i
change it, although any currently
connected devices will disconnect until p,  Limited network access
their settings are updated. fornew devices st

r A

e e Cancel  EditWi-FiPassword ~ Apply

(even ifl:‘\I{)e\?sove possm»/l:rd for [|Securi [\)S(/i—Fi]). I\\)/I(/orFe]
The Password can be revealed using i
the show button. Tapping on the Q,  WiFi Password
options on the right of the password securermassalhd
will allow you to edit or copy the |

Tip: A good rule of thumb for memorable

password. four 1o fve wordsthat don's navuraliggo

together. Ex. elephants-dream-solar-eclipse

ARMSTRONG’ https://armstrongonewire.com/Support



Managing Wi-Fi Access
Sharing Passwords

Easily share any password created in
the Secure Wi-Fi or Employee Wi-Fi
Zones.

Tap on the share icon to the left of the
password you want to send.

Choose the application you want to use
to send the link (SMS, iMessage, email,
airdrop, android beam, etc). Only the
options available on the device will be
shown.

The recipient will receive a time-limited
link that opens a webpage containing
the SSID and their password.

ARMSTRONG"’

O Q0 e

AirDrop Messages Mail Chrome

@ @ @

=

Hi therel!
Please tap on the link below for instructions to join my Wi-Fi “plumebeta”.

https://beta.plume.me/p/XcyGuJ9BH

Sent from my iPhone

https://armstrongonewire.com/Support




Managing Wi-Fi Access

Limiting Network Access for New Devices

Enabling the Limited network
access for new devices option
can be enabled to protect both
the Secure Wi-Fi and/or
Employee Wi-Fi zones from new
devices joining the network.

When enabled, even with the
password, new devices
connecting to the zone will have
all local network access blocked
until they are manually approved
by the network’s administrator.
During this time in purgatory, the
device will only have Internet
access.

For the best Wi-Fi security, this
should be enabled.

ARMSTRONG"’

< Settings

Secure Wi-Fi

Setup credentials fo access your Secure Wi-Fi
network.

> KaliKitchen V4
Secure Wi-Fi password Show
(% 00000 OGOGEOGEOGEOSOOSIOS m

@ Limited network access (>
for new devices

As an added security measure, this option allows you to
manually approve every device joining Employee SSID
(even if they have password for the SSID). More info.

Blocked devices

No devices have been blocked from
accessing
Secure Wi-Fi network yef.

More info

While waiting for your approval,
these devices have internet only
access. If you deny the request,
device will not be allowed any
access. If you approve, device will
have full access and you have to do
it only once.

Ok

< Settings

Secure Wi-Fi

Setup credentials fo access your Secure Wi-Fi
network.

> KaliKitchen Ve
Secure Wi-Fi password Show
(% 0 000O0OGEOGEOGEOSOOSIOS ﬁ

@ Limited network access ()
for new devices

As an added security measure, this option allows you to
manually approve every device joining Employee SSID
(even if they have password for the SSID). More info.

Blocked devices

No devices have been blocked from
accessing
Secure Wi-Fi network yef.

https://armstrongonewire.com/Support



Managing Wi-Fi Access
Approving Network Access for New Devices

Manually approving new

devices for local access from
devices currently in purgatory
is handled through the Zones

[J Viewall >

Unapproved devices 12
These devices only have Internet access

They have no access to other devices in

tab. ihe Seclich deie
Amanda’s iPhone

The Zones tab further

organizes all devices based in

the three available zones: 2cudie

e Secure zone neeen

e Employee zone

® Guestzone iy

Tap on the Secure zone or — :

Employee zone for the
devices you wish to manage
and scroll down to
Unapproved devices.

Quarantined devices 12

These devices were behaving abormally

Secure zone Employee zone Guest zone Secure zone Employee zone Guest zone

ARMSTRONG’ https://armstrongonewire.com/Support




Managing Wi-Fi Access
Approving Network Access for New Devices

Tapthe options icontothe ~ Unopproveddevices 2 [ | Unopproved devicss 12

right Unapproved devices to

approve the devices all at

once, or use the options icon ArcindaEhos D 0 Approve devices AfrahdceiErns
next to the specific device to
approve just that device. X Block devices

12cwdhié

Online since %:15am

Approve device

Tapping Approve device(s)
removes the device(s) from

Device settings

. Anthony’s Macbook
Blocked list and allows for = I VAC and 1P addros
local access based on the
Current Zone. D View all > Block device

Quarantined devices 12
These devices were behaving cbormally

aond we blocked them

‘ ; \ Belkin sensor

Secure zone Employee zone Guest zone

{2 [ | 9, "’

Secure zone Employee zone Guest zone

{a} f Y, 4

ARMSTRONG’ https://armstrongonewire.com/Support



Managing Wi-Fi Access

Approving Network Access for New Devices

= Secure zone

Once approved, the devices =
will be shown in the Approved

devices list of the zone. ) |
Approved devices 4 z Approved devices 4
——
Approved devices options e s () o oo i ong
include Change group, New Oniine since S minogo | 0 Change group.. _
- ——
group, and Block Access.
Lo . + New group...
Individual Approved devices 2cwdhié | [ Change group..
also have the options to Share j e F il
. . + New group...
access, device settings, MAC
and IP i\rl\f:wlr:)c"nsx:c?io'( () Share access...
/> Device settings
[J Viewall >

(i) MAC and IP address

Unapproved devices

No devices are pending for approval.

X  Block device

Secure zone Employee zone Guest zone

{a} Jul Y ki

ARMSTRONG’ https://armstrongonewire.com/Support



Managing Wi-Fi Access
Device Groups

Devices in the Secure Wi-Fi zone can be
grouped to better organize and allow
them to be quickly shared as a group
instead of individually.

Name the group

Choose New group from the Approved
devices option to create the group. This
can also be done from the options at the |
top-right of the Secure zone page, Cancel

4 Change group

Approved devices

Security cameras

Once the group is created, use the
Change group option to add the
individual device to the new group.

QIWIE]R]T]YJU]LI]JO]P

IMPORTANT: Device Groups are for AISID|FIGIH]J]K]L

organization purposes only and do not block & Z X C VB N M .
a device from accessing another within the

same zone. Groups are used to share Secure - space -

Zone devices with employees more
efficiently. 0

ARMSTRONG’ https://armstrongonewire.com/Support



Managing Wi-Fi Access
Blocking Devices

Secure zone

= Secure zone

If a device in the Secure Wi-Fl
or Employee Wi-Fi zone is not
recognized, the admin can

manually use the Block S
Device option to prevent it
from having Internet AND

[ Viewall ' N
[J Viewall >

Unapproved devices 12

Blocked devices

local access. S g PP
Change group...
Once blocked, the devices will it Cow roun.
be shown in the Blocked | oninesncenisan 2cwdhié
devices list of the zone. The Share access.. t
blocked devices can still be ’—\ Arthan s MoheoR -
approved if the admin J____| Onlinesince5daysago Device settings g Anthony’s Macbook
changes their mind. i VAC and 1P address
View all 5

Block device

Quarantined devices 172

Secure zone Employee zone Guest zone Secure zone Employee zone Guest zone

./“'\‘ ‘r‘-"|
1of . )
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Managing Wi-Fi Access
Sharing Devices

r a r- ~
Cancel Share access Done Cancel Share access Done

Devices in the Secure Wi-Fl zone can
be shared with devices from the
Employee Wi-Fi zone to allow local
network traffic to access

Secure zone groups v Vv Devices belonging to v v

€ Approved devices

the shared resource. - o .
Point of sales
If a device is not setup to be shared,
the device is inaccessible through the securtty cameras utals
local network.
. Employee zone devices AN
Secure zone devices Y
A Group of devices or individual & o . © cie'siphone o [
devices from the Secure Wi-Fi zone can
be shared. P
Guest Echo SHIESH SRR
IMPORTANT: Ethernet connected devices | L apriTiE e
are always added to the Secure zone and Lawn sprinkler “A*
can therefore be shared.
° Living Room TV 0 Living Room TV ===
Ramya’s PC RETE & RS =

ARMSTRONG’ https://armstrongonewire.com/Support



Managing Wi-Fi Access
Blocking Devices

Secure zone

= Secure zone

If a device in the Secure Wi-Fl
or Employee Wi-Fi zone is not
recognized, the admin can

manually use the Block S
Device option to prevent it
from having Internet AND

[ Viewall ' N
[J Viewall >

Unapproved devices 12

Blocked devices

local access. S g PP
Change group...
Once blocked, the devices will it Cow roun.
be shown in the Blocked | oninesncenisan 2cwdhié
devices list of the zone. The Share access.. t
blocked devices can still be ’—\ Arthan s MoheoR -
approved if the admin J____| Onlinesince5daysago Device settings g Anthony’s Macbook
changes their mind. i VAC and 1P address
View all 5

Block device

Quarantined devices 172

Secure zone Employee zone Guest zone Secure zone Employee zone Guest zone

./“'\‘ ‘r‘-"|
1of . )
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Managing Employee Wi-Fi
Employee Zone Overview

John Smith
The Employee zone iS Employee Zone At work since 5 min ago
managed through the devices
menu. 2 employees at work Eric

At work since 5 min ago

All devices connecting to the

network using the Employee Jonnsmith _Eric Aoproved devices 2
SSID will appear in the

Employees zone. This John Smith o Windows Computer
provides the admin an -
overview of employee activity | |
inCIUding: Er';l/:'ksincefiminogo @ IOPanIi::seincelzl:le

« Who is currently at work

 Data about the devices Approved devices 2 Urbrreusdiastices

being used Floiiube ool ke mbu ok et ol
g' ® ' Windows Computer |
The admin can also put e e
Employee devices in a Time Blocked devices
out- @ iOPnl‘I\i:Sseince 14:42
Secure zone Employee zone Guest zone Secure zone Employee zone Guest zone
{2 C Y E 4 {r [ Y ;4
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Managing Employee Wi-Fi

Adding Employees

Tapping the options on the
top-right of the Employee
zone starts the New
employee flow.

The first step is to enter the
employee name.

ARMSTRONG"’

F
Cancel New employee Next

<;g>@

Person name

& Eric Southernland X

= Employee zone

, At work since /16 am, loday

Approved devices 5

Amanda’s iPhone
Online since 55 min ago

Settings
0 I2cwdhijé

Online since 9:15 am

DIGITAL ACCESS

(& Application Monitoring On

Anthony's Macbook Content access Work appropriate

Online since 5 days ago

SHIELD

J  Online protection On
[J Vviewall >
© Advanced loT Protection On

Unapproved devices 12 @, Adblocking Off

These devices only have Internet access.
They have no access to other devices in
the Employee Zone.

Assign devices v

[

Secure zone Employee zone Guest zone .
fl New employee Android Tablet
Assign to Berek- Eric
{ar [ ] @ v

https://armstrongonewire.com/Support



Managing Employee Wi-Fi

Adding Employees

The second step is to Assign

devices to the new employee.

Additional devices can also
be assigned later from the
device's options.

Assigning a device from
either the Unapproved
devices list or the Blocked
devices list to an employee
automatically puts it in the
Approved devices list and
removes it from purgatory.

Once a name has been saved
and devices assigned, a Next
button will appear on the
top-right.

ARMSTRONG"’

@ Advanced loT Protection On

@  Adblocking Off

Assign devices

° Android Tablet
Assign to Berek- Eric

Bedroom Light
@ Eric'siPhone

Living Room TV
€ MacBook Air
€ MacBook Pro

Olivia's iPhone

Switch

o 00 oao

=1

Assigning is approving

By assigning you will also approve
this device.

| understand

Don't show this again

Cancel

F
Cancel New employee Next
Person name
[l Eric Southernland
Settings

DIGITAL ACCESS

(& Application Monitoring On
Content access Work appropriate

SHIELD

J  Online protection On
@ Advanced loT Protection On

@  Adblocking Off

Assign devices

° Android Tablet
Assign to Berek- Eric

https://armstrongonewire.com/Support



Managing Employee Wi-Fi

Assigning Employees

After tapping next from the
New employee flow the
admin can now Assign a
primary device to the
employee.

If unassigned during the flow,
the Primary device can be
assigned later from the
Employee details screen.

The Primary device is used to
determine when the
employee is at work.

The day is defined from 12AM to
11:59PM. If an employee is
working a shift that overlaps the

end of day cutoff, they will be
shown leaving at 11:59 PM and
returning at 12 AM again.

ARMSTRONG"’

Assign primary device

@ Android Tablet

@ Eric’s iPhone

@ MacBook Air

@ MacBook Pro

Done

WiFi connection state of the primary device would
denote [Eric]'s presence at your location. Assign more
devices to [Eric] to see them on this list.

J
|
|

<

Eric S.

At work since 12:35 pm, Today

3 assigned devices

8

2% C.

[] Viewall

Eric’s iPhone
55 min ago

Macbook Pro
9;15am, Yesterday
Freeze Internet
Bed Time, Everyday

Switch

Last online 12 days ago

Schedule Internet freeze

Business hours
Mon - Sat,8am - 7 pm

One time access granted until end of day.

At work

T AT LA resTeTUuy
| Freeze Internet

Bed Time, Everyday

o ) Switch
‘a ] Last online 12 days ago

[] Viewall

Schedule Internet freeze 4
Business hours

Mon - Sat,8am - 7 pm

One time access granted until end of day.

At work
[¥] 7:41 am
- Jan 11 £ -
5:32 pm [7] 6h 22m so far
Today 4hr 23min & D
Online activity
avg 6 min / hr
" [
---------------------------- o
= B . - I l ™ ' l =
= S [ 1 [
Social media Productivity
43 min 27 min 29 min
Day 30 days 6 months
March 5 < >

https://armstrongonewire.com/Support



Managing Employee Wi-Fi

Assigning Employees

One of 16 generic avatars will
be assigned automatically.
Swiping right on the avatar
will let the user choose from
a further 80 more specific
avatars that are available.

Tapping on the + will allow
the user to choose to either
Take a New Profile Picture or
Select Profile picture from
the device's photo gallery

app.

Once the name and image
have been saved, tapping on
Next will bring up Primary
device assignments.

ARMSTRONG"’

Cancel New employee Next

8 o

Person name

{1 Eric Southernland

Seftings

DIGITAL ACCESS

@ Application Monitoring On
Content access Work appropriate

SHIELD

J Online protection On
@ Advanced loT Protection On

@ Adblocking Off

Assign devices
Android Tablet
Assign to Berek- Eric

Redraam licht ﬁ

& Choose avatar

(o] Take a New Profile Picture

(4

@

Select Profile Picture

r
Cancel New employee Save
{.’*"
¥ ®
AN
\J L/
e
B -
Person name
[l Eric Southernland
Settings

DIGITAL ACCESS

(& Application Monitoring On
Content access Work appropriate

SHIELD

J  Online protection On
@ Advanced loT Protection On

@  Adblocking Off

Assign devices

Android Tablet '
° Asr:ignr?ol DeFSk Eﬁc

https://armstrongonewire.com/Support



Managing Employee Wi-Fi

Employee Options

Once the employee has all Eric S.
their devices assigned' At work since 12:35 pm, Today
addltlonal emplOyee SettlngS Primary device Eric’s iPhone

can be configured.

3 assigned devices

Secure zone devices can be
shared with the employee.

,@ Eric’s iPhone

55 min ago

Macbook Pro

Shield features including
Online Protection and
Adblocking can now be : 3 swich
applied at the Employee’s ] L} tomonlneiSeapane
Ievel D View all

Schedule Internet freeze
Internet Freeze can be sehadu's’ 7
appl Ied ‘ 2/1)?: 1-iriitl(lz?:(c:}(::e—giflr::ed until end of day.

At work

ARMSTRONG’

Person name

(1 Eric Southernland

2% S,

;;j Switch

Last online 12 days ago

; View all
Settings [ g
DIGITAL ACCESS
e e Schedule Internet freeze 4
@ Application Monitoring On :
Business hours
Mon - Sat,8am - 7 pm
Content access Work appropriate One time access granted until end of day.
SHIELD
J Online protection On At work
@ Advanced loT Protection On m Jein 1l 7:41 am
5:32 pm [7] 6h 22m so far

@,  Adblocking Off

Today 4hr 23min & D

Assign devices Online activity
avg 6 min / hr

° Android Tablet

Assign to Berek- Eric

LI
¥

- @
= l l =
Bedroom Light § = 11 =
Social media Productivity
43 min 27 min 29 min
@ Eric'siPhone D
Day 30 days 6 months

Living Room TV

https://armstrongonewire.com/Support
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Managing Guest Access

Guest Passwords

If the Guest network was not
set enabled during the initial
setup, it can be created
afterwards from Settings.

The SSID can be changed and
once enabled and Limit
Internet usage can be used
limit guest bandwidth to a
specific percentage.

Unlike The Secure Wi-Fi and
Employee Wi-Fi zone, the
Guest Wi-Fi zone does not
use a password. Guests use a
captive portal which provides
the device a token. You must
Set up guest login portal
before your guest can use the
Wi-Fi.

ARMSTRONG"’

< Settings

Guest Wi-Fi

Setup and customize your Guest Wi-Fi network.

<> KaliKitchenGuest

Guest Wi-Fi enabled

< Settings

Guest Wi-Fi

Setup and customize your Guest Wi-Fi network.

7N iz

<> KaliKitchenGuest vl
Guest Wi-Fi enabled ()
Limit Internet usage 20%
Limit Internet use by guest devices to a percentage of
total Internet bandwidth available to all devices at your
location.

® Setup guest login portal 7

Cancel Edit Wi-Fi Name Apply

> WiFi Name

KaliKitchen

The Limit Internet usage
percentage is a percentage of
the bandwidth available and is
based on the average of the last

3 days of Speed Test results
and It does not limit data
consumption. If enabled, speed
is throttled at the Gateway.

https://armstrongonewire.com/Support



Managing Guest Access

Guest Portal Setup

r- ~ r- ~
< Kalifornia Kitchen Close Done @ Titleg V- Done @ Guest portal editor  AA  (,
Unlike The Secure Wi-Fi and Guest Wi-Fi - | = | |
Employee Wi-Fi zone, the R — © Plume © Plume: - rrover
Guest Wi-Fi zone does not —
use a password. Guests use a ® Salihendhes 7
captive portal. You must Set
up guest login portal before Guest Wi-Fienabled @ Addyourlogohere
your guest can use the Wi-Fi. R -
R e s _faroliexs
The set up process of the Creating your porta
portal will open a new 5 S

browser window.

Use this page to edit and format how
your Guest Wifi portal will look using the

navigation options below.

® 3L 3.

Business info Login options Advanced

< > M @ < > M )

ARMSTRONG’ https://armstrongonewire.com/Support



Managing Guest Access

Guest Portal Setup

X K r Y
Done @ Guest portal editor  AA C < Bac Done @ Guest portal editor  AA 6
The first step will be to enter - -
. . . &) Plume  Preview Business info & Plume
A\ A\
the BUSIneSS ”T'jo ThIS These are the options you can edit for your
include the Business name, —_— custom login portal.
Footer te).(t., Logo and Terms ogo O
and conditions.
Add your logo here
. . Repl L
If the business has a website eplace zoge
or facebook page, the Starbucks Website url
information can be imported s — i
from the URL.* [ e )
[@ Email ) < Buack
. . A Busi
If there is no website, the © Copyright 2020 SHness name | @,
LogO can be impOI"[ed from Enter business name

the phone’'s gallery and the

other information entered. 5 0 5 Footer fext O

Business info Login options Advanced

. .. © Copyright 2020
*Not available in initial beta

release < ? i © < ? 0 ®

Terms & Conditions ()

ARMSTRONG’ https://armstrongonewire.com/Support




Managing Guest Access

Guest Portal Setup

Login options allows the user to choose how the
guest can sign into the portal and get internet
access.

Advanced provides basic format options for the
portal: Text color and Background color.

The Redirect url is the page the guest is redirected
to once they have successfully logged in. This can

be set to business’' homepage, facebook page, etc.

The Redirect time duration customizes how long
that redirect takes.

Enable Free WiFi and Facebook options will be available
initially, with other options following in later updates.

The Enable Free WiFi option does not require the guest to
register.

ARMSTRONG"’

f

Done

@ Guest portal editor

< Back

Login options

Select the ways you'd like your customers to be

able to sign into your portal

o B K 0 9

Y

O

Enable Free WiFi

Facebook

Twitter

Email

Linkedin

Instagram

Messanger

SMS

Qv

AA

L[],

r

j

Done @ Guest portal editor  pAA ()
< Back
Advanced
Text Color Sample: .
#000000
Background Color Sample:
#CCCCCC
Redirect url ()
Choose where users will be taken after they
access your network.
WWW.
Redirect time duration
Manual
N
5 Seconds
< Z [ @

https://armstrongonewire.com/Support



Managing Guest Access

Guest Portal Setup

B r Y r Y
Done @ Guest portal editor  AA Done @ Guest portal editor  pA 6 Done @ Guest portal editor  AA 6
The portal can be Previewed
: . & Pl : Preview & Plume: & Plume
and if everything looks okay, &) Flume N N2

it can then be Published. :

/
The Donut Shoppe @

Publishing your portal
[ (£ Facebook

[ (v Twitter

[ X Email

© Copyright 2020

Business info Login options Advanced

Completel

Your custom WiFi portal is now set up

LN N N

< > u ® < > i ® < > u ®

ARMSTRONG’ https://armstrongonewire.com/Support



Managing Guest Access

Guest Zone Overview

From the Guest zone in the
Device menu, the admin can
view a whole host of metrics
about how their guest are
using the access:

o Guest totals, including
new and repeat
customers.

e Session information
including Average session
length, Average Data
usage.

o Device types and
popularity.

The device MAC is used to
recognize a device. If the random

MAC feature is used, the same
device will show again.

ARMSTRONG"’

10 guests online

205 guests today

e repeat e

Guest sessions today

.l||“||u|||lu.
new

Avg session Avg data use Fem
Ievr?gth @ pe? session @ ‘
39 min 29.5mb 29
205 guests today
0 o Adam Bronsther Online
@ » Guy Steward Online
Secure zone Employee zone Guest zone
(‘h - »
o ] Y .

@ Sasha Graves 28 min ago

@ Viewall >

338 connected devices

AT

: ' 111l 11F
§00J{{NL1L UgﬂtiLLo

Popular devices

Laptops 3

4.82 GB : :

Mobile phones 12

1.16 GB

Tablets 3 || . |
Secure zone Employee zone Guest zone

{ar m ¥, s

https://armstrongonewire.com/Support



Managing Guest Access

Guest Zone Overview

. 4 205 guests today

The Guests metrics can be
broken down even further to Most recent Most active
display the Most recent or © - Abhishek Online
MOSt ACtlve gueStS 0 e Adam Bronsther Online
Additional information for © - Guysteword S
these highlighted guests also ©) + st Grovss L ircerge
include how many recents © - sosha Graves 23 min ago
visits they've had and how & - vz, D
much data they have used so

o Johnny B 44 min ago
far.

0 Theresa Fisher 51 min ago
These metrics can be used by © - Jone Cooper 56 min ago

the business owner to make
adjustments to improve their
business, such as focus their
social media presence or
adjust scheduling.

Secure zone Employee zone

{r m ¥, s’

ARMSTRONG"’

Guest zone

205 guests today

Most recent

o e Abhishek

0 e Adam Bronsther

&

o000 © O

Secure zone

@ ® ©

Guy Steward

Liesbeth

Sasha Graves
iPhone X, 28 min ago
2nd visit in last 30 days

Debra Fox

Johnny B

Theresa Fisher

Jane Cooper

Employee zone

Most active

Online
Online
8 min ago

11 min ago

34 min ago
44 min ago
51 min ago

58 min ago

Guest zone

9 guests today
Most recent Most active
0 Adam Bronsther 2.1GB
® - Liesbeth 1.98 GB
@ Theresa Fisher 1.89 GB
Q Johnny B 812 MB
@ Guy Steward 800 MB
€ - Abhishek 633 MB
o Debra Fox 529 MB
o e Adam Bronsther 98 MB
o Sasha Graves 66 MB

Secure zone

{a}

Employee zone

I

Guest zone

https://armstrongonewire.com/Support
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Plume Shield

What is Shield™?

When enabled Plume Shield protects your network by preventing access to malicious
websites that can harm the devices on your network, without impacting the
performance of your browsing experience.

There are three components to Shield:

e Online Protection — Enabled at the network, person or device level, Online
protection block you devices from accessing known malicious websites.

e Advanced loT™ Protection (AIP) — Advanced loT™ Protection quarantines smart

home devices when we detect unusual behavior. AIP can only be enabled at the
network level.

* Adblocking — Enabled at the network, person or device level, Adblocker makes
your web experience more enjoyable by blocking known advertising servers.

ARMSTRONG’ https://armstrongonewire.com/Support



Plume Shield

Al Plume Shield

= Guest Wi-Fi =
. o> KaliKitchenGuest
In the Home tab, a.n over\{lew Kalifornia Kitchen 20% max bandwidth Shield
of security events is provided. s 72'and sumy n pelo Ao CA . @ , -
ie s WY & S W
. . ' ' All Eric Nancy Greta Al\:(fn‘.‘ Rob
Network-wide settings are @ All systems secure L s i
modified and displayed in the rrotected i et
Settings menu. Employee ] S
. I W II (© Application Monitoring On Secure & protect
level settings can also be P L Fob 5 - Mar
accessed from eaCh R m Content access Work appropriate l2g BlF 20003 HIE TIT
employee’s respective page Gt bocting. (& | | pron e seget Bt Teaee BT T T
588 \ 251 23 J  Online protection On fi e O m W S ey
The Shield tab provides more S — e AT S
. . vanced loTl Protection On -4 3 4888 -3 328 x
detail on.aII secur.lt.y events 13 guests foday |
and provides additional | [ AdblackingOff
. . 0 e Adam Bronsther 5 min ago All security Ad @ Onlit
options such as the ability to kg Fo
Approve (Whitelist) or Block © - Guystewerd N O Pods 388 ed e

(Blacklist sites). Shield © - sosha Groves 23 min ago

. % SuPpO” Toda Bedroom Ech W
SettlngS and eVentS Can be o e Johnny B 55 min ago 2:18dprx oer:mo:on.ccg;:m/
easily sorted by All, employee, P o = Tione
and event type. : 'y o

yp ﬁ 1 0 {>3 Advanced settings 2;1?1?:» I::gt?gn,io

Blocked reason : Phishing and Other

ARMSTRONG’ https://armstrongonewire.com/Support



Plume Shield
Online Protection

Guest Wi-Fi

. . = KallkitchenGusss Protected Approve Block
Online protection uses a 20% max bandwidth
constantly updating database g ® Secure & protect
of websites known to contain: Shield N B
Theseorethedefc:_u!'r rules applied to devices & Eric Southernland s ) b s ¢
° Malware and Botnets connecting to [KaliKitchen] network. Emm TN R e e
- Phishing and fraud EERGRES

(& Application Monitoring On Setti
ettings
» Spyware and Adware, UL LMD LU T L L
a montn S weeks wWeeks ays oqaay
Content access Work OppropriOTe DIGITAL ACCESS ago ago ago ago
« Spam URLs
(© Application Monitoring On Allzeciiity Ad Onlir
. . SHIELD events blocking @ prote
- Keyloggers and monitoring |
J Online protection On Content access Work appropriate 388 231 23
 Proxy avoidance and
. © Advanced loT Protection On SHIELD
Anonymizers. | |
) @ Online protection On Today (@) Bedroom Echo Show
@ Adblockmg Off 2:18pm T amazon.com
On Ilne PrOteCtlon Can be Set @ Advanced loT Protection On s Re i
at the network, device, or B Fods R— 1ot @ o
17am T section.io
em p | Oyee Ievel ° Blocked reason : Phishing and Other
% Support
Assign devices .
Today Yi Camera
More 522pm o Device unquarantined
Android Tablet - “unknown.yy.biz" access was approved.
Assign to Berek- Eric

{>3 Advanced settings
Dec 11 . Yi Camera

ARMSTRONG’ https://armstrongonewire.com/Support



Plume Shield

Outbound IP Protection and Intrusion Prevention

In addition to protecting the
network based on DNS lookups,
Online Protection also protects
devices on from connecting to
harmful IP addresses and blocks
both incoming (Intrusion
Protection) and outbound
(Outbound Protection) device
connections to known harmful
IP addresses.

Outbound IP Protection and
Intrusion Prevention is enabled
by turning on Online Protection
as long as you have a SuperPod
connected as the Gateway Pod
running firmware 2.4.3 or later.

ARMSTRONG"’

Today

2:17 am °

Today
2:16am

Yesterday
10:28 pm

Yesterday

9:13pm

Yesterday
8:45pm

{ar

iPad Air

section.io

Blocked reason : Phishing and Other
Frauds

Living Rm TV
tvinteractive.tv
Ads blocked

iPhone Pro Max

brave.com

Category : Proxy Avoidance and
Anonymizers

iPad Air
Device access blocked
Device attempted to connect to P

address 45.24.142.46 in Palo Alto, US.

\Eésl Palo Alto
/ @l

»
A Menlo PaﬂQ,
Y Palo Alte

Study iMac
pornhub.com
Not kid friendly, Category : Adult

Digital security Motion

U v Y

Are you sure you want to
approve IP address
86.106.223.255 connection to
"Baby Camera"? It is risky.

Approve

Cancel

https://armstrongonewire.com/Support



Plume Shield

Managing Security Events

The Shield tab brings up a list
with a graphic showing all
blocked events, including
Shield security events and
Content Access blocked
events..

The list contains 30 days
worth data and the tapping on
the graphic will highlight the
number of events during that
day.

You can also filter by the type
of event and by person.

ARMSTRONG"’

Shield

2 ® - @

‘|
All Eric

Nancy Greta Alexan... Rob (&
Protected Approve Block
Secure & protect
Feb5- Mar5
e o 0 : <
3 weeks 2 -/.'éeks 7 days Toda\-/
QRC ago ago

All security
events
388

g%cking @ grnc:tle'
251 25

Today
2:18pm

Today (&
2:17 am

Bedroom Echo Show
amazon.com
Ads blocked

iPad Air
section.io
Blocked reason : Phishing and Other

All security

events

588

Online
protection

ﬁﬁ)cking @
231 23

Today

2:17am

Today
3:22 pm

Dec 11
3:20pm

Today
218 pm °

iPad Air
secfion.io
Blocked reason : Phishing and Other

Yi Camera
Device unquarantined
“unknown.yy.biz" access was approved.

Yi Camera
Suspicious activity : Device

quarantined

"Yi Camera" attempted to connect fo
"scam.yy.biz and 5 ofther destination". This
is unusual activity, so we have blocked the
activity and quarantined the device.

Fixed, Today 3:22 pm
Bedroom Echo Show

amazon.com
Ads blocked

Y,

< BNOBNOBIOEC)

Advanced loT

Confent
access ® protection

129 3]

Ad blocking

Online protection
Content access
Advanced loT protection

Quarantined device

https://armstrongonewire.com/Support



Plume Shield

Managing Security Events

A brief description under each event
provides more information on why it
was blocked and which device was
trying to access it.

Tapping an event in the list gives you the
option of unblocking that domain.

Depending on the level it was blocked
at, you are given the option to unblock it
for the person, device or everyone.

Anything unblock for a device will
automatically unblock it from the person
and vice-versa.

Up to 20 entries in total can be manually
whitelisted.

ARMSTRONG"’

Today (@
2:17 am

Today
3:22 pm

Dec 11
3:20pm

Today
2:16am

Yesterday
10:28 pm &

iPad Air
section.io
Blocked reason : Phishing and Other

Yi Camera
Device unquarantined
"unknown.yy.biz" access was approved.

Yi Camera

Suspicious activity : Device
quarantined

"Yi Camera" attempted to connect to
"scam.yy.biz and 5 other destfination”. This
is unusual activity, so we have blocked the
activity and quarantined the device.

Fixed, Today 3:22 pm

Bedroom Echo Show
amazon.com
Ads blocked

iPad Air

section.io

Blocked reason : Phishing and Other
Frauds

Living Rm TV
tvinteractive.tv
Ads blocked

iPhone Pro Max

brave.com

Category : Proxy Avoidance and
Anonymizers

Approve “"bunbao.com” for

Max

Everyone

Cancel

https://armstrongonewire.com/Support



Plume Shield
Advanced loT™ Protection
L Y,

Advanced loT™ protection
studies device behavior.

1 @ | | 2cwdhié © PLUME 10:14 PM
l8pm T amazon.com ¢ SUSpiCiOUS activity blocked

Ad< hlocked | "Yi Camera” attempted to connect to
"msftncsi.com”..

The cloud knows which Ny N i

. 21 . sactioniio Anthony’s Macbook P2 1 _
domains supported smart seeflonls "_HJ | > . 6
home devices are supposed
to regularly access. If a Today (@) Yicamers | 0 Viewal ,
supported device tries to R e arovel sovos (&) (('\\
acceSS a preViOUS|y unknown QUGI’Gnﬁned deViceS : Sonos Spotify Pocket Casts Audible

domain, it is immediately B ety Dedce r‘ @ y‘ 4
quarantined and a notification o o S “ 4

Clock Messages Plume Photos

. eeamyvvbizandB athardestination® Th ) Kindle Medium Twitter
IS sent to the user. s unusual activity, so we hove blocked th '."’ : "'l' Bclkmscnsor E “ 5

C | y ind quara ed fthe ICE L "“‘J Javi parantingd E *
While in quarantine the device PR AT - o
will maintain internet ooy @) seoomEcho shox (8) Lo
connectivity, but will not have T 22
local access so it cannot \

+ Peloton Bike

devices. T ,

AW

ARMSTRONG’ https://armstrongonewire.com/Support
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Plume Shield
Advanced loT Protection

Yi Camera

Yi Home Camera 2

<
Yi Camera

Online since 12:35 pm

Device is quarantined
Access restricted to “Internet Only”

Once the device is blocked, a message
will appear below it, indicating that it
has been restricted to only Internet
access.

Tapping on the device brings up further

details on why it was blocked,
including the URL it was trying to
access. A link in the description
allows the users to search the web for
more information from the
manufacturer.

( Excellent Signal )

5 GHz, 44

Suspicious activity : Device
quarantined
Today, 10:14 am

“Yi Camera” attempted to connect to
"msftncsi.com” and 1 other destination.
This is unusual behavior for this device.

We blocked this unusual activity and
quarantined the device, preventing it
from talking to other home devices and

@ spreading the activity. Its access is
restricted to "Internet Only”.

The user can unquarantine the device
for 1 hour so it can be tested.

Front desk

Recommendation:

Check if your device has the latest
firmware updates. You can search for
“Yi Home Camera 2" firmware updates
and follow instructions to update.

If the event is due to a recent firmware ‘
) chedule Internet freeze 4
or feature update on the device that Custom

. . Mon-Fri, 7pm - 6:30am, Sat-Sun, 3pm - 5:.
now reqU”'eS access 'to a preV|OUSIy One time access granted until end of day.
unknown domain, the device can be

unquarantined permanently.

ARMSTRONG"’

{a}

U

Unquarantine for 1 hr

Unquarantine permamently

https://armstrongonewire.com/Support



Plume Shield

Adblocking

Enabled at the network, person, or
device level.

Adblocking blocks known advertising
servers, although the websites
themselves will continue to be
displayed without certain ads.

ARMSTRONG"’

Adblocking ()

Block loading of web and video
advertisements and requests to known ad
servers. This feature is currently in beta.

WAV TSI WY ST v Es J T e view

quarantined

"Yi Camera" attempted to connect to
"scam.yy.biz and 5 other destination”. This
is unusual activity, so we have blocked the
activity and quarantined the device.

Fixed, Today 3:22 pm

Today Bedroom Echo Show
218pm T amazon.com
Ads blocked

Today iPad Air
217am &  section.io
Blocked reason : Phishing and Other
Frauds

Today Living Rm TV

216am 3 tvinteractive.tv
Ads blocked

Yesterday iPhone Pro Max

10:28pm & brave.com
Category : Proxy Avoidance and
Anonymizers

Yesterday iPad Air

7:13pm ¢ Device access blocked
Device attempted to connect to IP
address 45.24.142.46 in Palo Alto, US.

Selapato m‘

https://armstrongonewire.com/Support



Plume Shield
Content Access

Content Access rules, can be set at
the network level.

Content Access uses a database of
known domains to restrict what types
of websites can be accessed by the
person or device based the following
levels:

* No Restrictions (default) - No
restriction on content other than what
is being applied by Shield

 Work Appropriate — Content that can

add potential liability to the business is
blocked.

ARMSTRONG"’

Person name

& Eric Southernland

Settings

DIGITAL ACCESS

@ Application Monitoring On
Content access Work appropriate

SHIELD

@ Online protection On
© Advanced IoT Protection On

@ Adblocking Off

Assign devices

Android Tablet
Assign to Berek- Eric

g o

Person name

i Eric Southernland

Settings

DIGITAL ACCESS

@ Application Monitoring On
Content access Work appropriate

SHIELD

@ Online protection On
© Advanced loT Protection On

@ Adblocking Off

Assign devices

Android Tablet
Assign to Berek Eric

https://armstrongonewire.com/Support



Plume Shield
Content Access

When attempting to access an HTTP
site that is blocked by the Content
Access feature, a page with the Plume
logo and an “Access to this site is
blocked” message will be displayed by
the browser.

When accessing a blocked HTTPS
website, the browser’s default “This
site can't be reached” or “Connection
Timed Out” message will be
displayed.

ARMSTRONG"’

e00e0 = 5:30 PM ()

@ maybeadultsite.com C

Access to this website is blocked.

@ Plume

< M m o

® youtube.com M

B

This site can’t be reached

youtube.com took too long to respond.

Try:
Checking the connection

ERR_CONNECTION_TIMED_OUT

RELOAD

https://armstrongonewire.com/Support



Plume Shield

Manually Approving Content

Fixed, Today 3:22 pm

Admins can approve (whitelist)

domains or IP Addresses* that Today (@) Bedroom Echo Show
218pm S  amazon.com

have been blocked by Content Ads blocked
Access, Online Protection or
Adblocking. 2i7am ¥ sectionlo

Blocked reason : Phishing and Other

Frauds
Up to 20 entries in total can be Approve Website Approve IP Address
manually approved for each Rl QR
location. These can be applied at A blocked
the network, person or device |

Yesterday @ iPhone Pro Max

level. 1028pm ¥ brave:com Cancel Approve Cancel Approve

Category : Proxy Avoidance and
Anonymizers

Device level settings supersede -
person and network level settings.  5ipn 2 bevice access blocked

Device attempted to connect to IP
address 45.24.142.46 in Palo Alto, US.

Tapping on a security event in the \\“
person, device or Shield pages, " s \r\ p
lets you manually approve a \\ @t N
blocked site from the Protected 2N

list or enter in a specific domain
or IP address* in the Approve list. 5 @ suawe

Not kid friendly, Category : Adult

. * IP Addresses can only blocked if Outbound IP Protection _
ARMSTRONG and Intrusion Prevention has been enabled https://armstrongonewire.com/Support



Plume Shield

Manually Blocking Content

Fixed, Today 3:22 pm

Admins can manually block

(blacklist) domains or IP (8] Baren sosho

Addresses* that have not been

blocked by Content Access,

Online Protection or e s iitngand e

Adblocki ng. o Block Website Block IP Address
Up to 20 entries can be on = ettty

manually blocked.

Device level settings supersede s @ fravecom.

Category : Proxy Avoidance and

Cancel Cancel

person settings which Sk iears
supersede network level

Settings. Ye;:tfgdporx §:iﬁi:renc:cc:ezstblockeg .
Tapping on a security event in e
the person, device or Shield k ns,\ra
pages, lets you manually block \ @S\
a specific domain or IP SN
address* by entering it in the

Block list. h e ik com

Not kid friendly, Category : Adult

* |P Addresses can only blocked if Outbound IP Protection .
ARMSTRONG® and Intrusion Prevention has been enabled https://armstrongonewire.com/Support
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Managing the Account

Logging out

DEFAULT MAIL APP
verification email content

< Kalifornia Kitchen Close

Closing the WorkPass app Account
does not log the user out of
the account.

Kalifornia Kitchen
n,

Online Invitation : Manage [Kalifornia Kitchen]

Switch location

The Admin can log out of the Sobrs fires Plume
N .
WorkPass app from the online
Account menu. Hi [Steve],
@ Manage account <</ \
Please accept my invite to manage
\ />> [Kalifornia Kitchen].
Once logged out, the user will Invite new admin ownerName
[ )
be prompted to log in the next Plume
time they launch the app. o

The user will either need to
request the magic link again
or enter their password,
depending on the option they
chose during initial setup.

Set up Plume

Signin
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Speed Tests

ISP Speed Tests

“ ® AQAm pronsrner onime )

< Settings
The ISP Speed Test is actually running @ B i e More
on the Gateway pod itself, measuring © - sosha Graves 5 min ago
the speed being delivered by the ISP O - sornmys B Sovod bt s e i

@ are only run during low network ()

. . . o oc’r.ivify perigdsro kegp your

ThIS 'tes't IS run automatlca”y once @ Priscilla 9:15am online experience uninterrupted.
every 6 hours, but only when there is - ;

no traffic on the network.

3 employees at work

The most recent speed tests for both
upload and download is displayed at
the bottom of the Home tab.

Eric Millie Billie
7:35 am 7:16 am 7:01 am

ISP Speed tests can be disabled in
Settings under the More screen. @ Network health

(~) All pods online

%) Internet speed 3:38 pm

162.1 Mbps 8.2 Mbps

DOWNLOAD UPLOAD
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